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About Symantec Threat Intelligence

Symantec is offering a set of
services to core customers with
no additional costs to allow
access to Broadcom Global One of the largest civilian
Intelligence Network (GIN) and security threat intelligence
all telemetry collected. networks in the world.

https://www.broadcom.com/info/symantec/global-intelligence-network nNiwis C.r,:sttl_ltwlwg gmbh -



About Symantec APIs

Symantec Endpoint Security and
other Symantec solutions offers

a set of REST APIs that are useful
for integration with various third-
party applications to perform
operations.

https://apidocs.securitycloud.symantec.com/#/
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Symantec™ Endpoint
Security (SES)

SES Complete offers a set of
REST APls that are useful for
integration with various third-party
applications to perform operations.
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Symantec™ Cloud
Workload Protection

CWP offers a set of REST APIs
that are useful for integration with
various third-party applications to
perform operations

VIEW MORE p
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Symantec™ Endpoint
Protection (SEP)

SEP offers a set of REST APIs
that are useful for integration with
various third-party applications to
perform operations

VIEW MORE p
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Symantec™ Cloud
Workload Protection
Storage

CWP offers a set of REST APIs
that are useful for integration with
various third-party applications to
perform operations

VIEW MORE
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Symantec™ Endpoint
Detection and Response
(EDR)

EDR offers a set of REST APIs
that are useful for integration with
various third-party applications to
perform operations.

VIEW MORE p

Symantec™ Data Loss
Prevention (DLP)

DLP offers a set of REST APls
that are useful for integration with
various third-party applications to
perform operations

VIEW MORE p
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About Symantec Endpoint Security (SES)

SES delivers comprehensive
protection for all your traditional
and mobile devices across the
entire attack chain. This single-
agent solution supports on-
premises, hybrid, and cloud-
based dep|oyments_ Industry-leading solution that addresses

threats across the entire attack chain.

Best Protection

https://www.broadcom.com/products/cybersecurity/endpoint/end-user/complete niw 'S ccan ?ljl,lfm 9 , gm bh -
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How to use the Symantec Threat API with
Postman



About Postman

Postman is an API platform for
building and using APls. Postman
simplifies each step of the API
lifecycle and streamlines
collaboration so you can create
better APIs—faster.

https://www.postman.com/company/about-postman/
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Create an application in Symantec Endpoint Security
(SES)

Add client application

Postman

. ; i niwis consulting gmbh
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Go to Client Secret

e Add 4 of 4 Columns Selected A4

Client Secret

7 AM

Delete

https://sep.securitycloud.symantec.com/v2/landing niw ii,f,‘ﬁ,ﬂ?};‘,,’f‘{‘ 9”9@ bh -



Copy OAUTH

Client application secret

CLIENT ID

CLIENT SECRET

OAUTH CREDENTIALS

Basic @

OK
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Install Postman and import collection

Download and install Postman:

https://www.postman.com/downloads/

Download and import JSON:

https://www.niwis.com/download/threat-
intelligence-json/

: P niwis consultin mbh
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https://www.postman.com/downloads/
https://www.niwis.com/download/threat-intelligence-json/
https://www.niwis.com/download/threat-intelligence-json/

Fill ...

... variable “AUTH” under Main Section “SES Copy” with the

clipboard value of your OAUTH credentials.

= Home Workspaces v  Explore

Scrateh Pad New

= —
Collections

> SES

o

T3] v SES Copy

APl

Get token

5] CET Insight Network
Efirenmants GET Insight Network History

8 GET Related file
Mock Servers GET Insight File

GET Process Chain

https://www.niwis.com

(0 search Pasti

& Working locally in Scratch Pad. §

Import  Owarview J SES 'ﬁ SES Copy @ CET Insight Netwc
e SES Copy
Authorization ®  Pre- i ;
These variables are specific to this collection and its requeate. Lear more about collection v Make Sure to nOt
VARIABLE INITIAL VALUE ® paSte In any teXt In
Token front of the value!
AUTH TzlJRC...

niwis consulting gmbh
consulting training lizenzen



Make sure ...

... you fill in the “Initial value” and the “Current value”.

Do not forget to

save!
<v  Explore Q. Search Postman 3 0 Q‘ Upgrade

&0 Overview GET 03 Get Device de POST 04 run quick sca 7 SES ] + oo No Environment v (3
L]

SES /A Share Y Fork | 0 [»] Run | [T) Save oo =]

Overview Authorization e Pre-request Script @ Tests Variables ® Runs D

These variables are specific to this collection and its requests. Learn more about collection variables 2

1
(Q Filter variables
Variable Initial value Current value
TOKEN o e ®
AUTH TzJJRCSITExX4THFZUVRTr... TzJJRCSITEX4THFZUVRrYTIBSWhpbDBFTXV3LmFiaGJhM...

Add new variable

. i niwis consultin mbh
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Turn on ...

... “Follow Authorization header”.

v SES
posT Get token
GET Insight Netwaork
GeT Insight Network History
GeT Related file
GeT Insight File
GeT Process Chain
GeT Protection File
GeT Protection CVE
GET 01 Get Device Groups
GET 02 Get Devices
GET 03 Get Device details
POST 04 run quick scan

PUT 05 Move device

https://www.niwis.com

‘ POST v https://api.sep.securitycloud.symantec.com/v1/oauth2/tokens

Params Authorization Headers (10) Body Scripts Settings

HTTP version NEW

Select the HTTP version to use for sending the request.

Enable SSL certificate verification

Verify SSL certificates when sending a request. Verification failures will result in the reguest being aborted.

Automatically follow redirects

Follow HTTP 3xx responses as redirects.

Follow original HTTP Method
Redirect with the original HTTP method instead of the default behavior of redirecting with GET.

Follow Authorization header

‘ HTTP/1x v ‘

@ o

Restore Default

Qm or

Restore Default

Retain authorization header when a redirect happens to a different hostname.

Remove referer header on redirect

Remove the referer header when a redirect happens.

> @on

Restore Default

B orF
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Go to ...

... ... any listed GET command and execute and you should get a valid output.

~ SES

Get token GET ~  hups:fapi.sep.securitycioud. symantec.com/vl/threat-intel/processchain/file/file

GET Insight Network

Cookies

Params®  Authorization  Headers (6)  Body  Pre-request St Tests
GET Insight Network Histery —_—
Query Params

py executed API call [e—G."

GET Related file
DESCRIPTION woo

c=T Insight File

GET Process Chain

GET Protection File Path Variables

GET Get Device Groups KEY VALUE DESCRIPTION

~ SES Copy
file 5a31060929bIc626012145ce8004316497c6 76 1e639bc3024105e905113899
Get token
GET Insight Network
ash to [ookK up,
Body Cookies Headers (8) Test Results exchange fOI' @5 Status: 200 OK Time: 450ms Size: 1KB  Save Response v
p another

Pretty  Raw Preview Visualize JSON v~ =

GET Insight Network Histery

GET Related file

Q

GET Insight File

GET Process Chain
b9929b£c626012£45025004316497c67621e639be3b241d520b5£113899",

[FRYS

GET Protection File

GET Get Device Groups

5 “parent”: {

3 “parent™: {

7 “parent”: {

8 “parent”: {

9 “parent”

10 “parent: { valid output

11 le": "8694 2d26921eea29553929f2415213%1 baGdefes”
12 "processName”: "wininit.exe"

13

14 le’ "930fa4f9 19937bdb23cf0c7eadd1589910837d2a8975c15686cdd4198868e8" ,
15 "processName”: “"services.exe"

16

17 "438b6ccd84f4dd32d9684ed7d58fd7d1e5a75fe3£3d12ab6c788e6bbOf fadse7",

18 “processName”: “"svchost.exe"

19

20 a37fdeddBcd7385e8192fa967bck: 1 2",

21 "processName W3wp.exe

22 E

23 "file": "935c1861df1f4018d698e8b65abfal2d7e9037d8f68ca3c2065b6calbsd4dad2”,

24 "processName”: "cmd.exe"

25

26 le": "935c1861dI1£4018d698e8b65abia02d7e9037d8I68ca3c2065b6calebdadad2”,

27 "processName”: “"cmd.exe"

28 H

29 1

31 [ 1

https://www.niwis.com niwis consulting gmbh
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More Symantec Threat Intelligence

e SES RestAPl documentation:
https://apidocs.securitycloud.symantec.com/#/

e Threat Intel Browser Plug In:
https://techdocs.broadcom.com/us/en/symantec-security-software/endpoint-
security-and-management/endpoint-security/sescloud/Settings/Configuring-
Threat-Intel-browser-plug-in.html

e Threat Explorer (Account needed):
https://threatexplorer.symantec.com/

https://www.niwis.com n iWi?—FSr??t—J ',t,‘,”g,, g‘mbh -


https://techdocs.broadcom.com/us/en/symantec-security-software/endpoint-security-and-management/endpoint-security/sescloud/Settings/Configuring-Threat-Intel-browser-plug-in.html
https://techdocs.broadcom.com/us/en/symantec-security-software/endpoint-security-and-management/endpoint-security/sescloud/Settings/Configuring-Threat-Intel-browser-plug-in.html
https://techdocs.broadcom.com/us/en/symantec-security-software/endpoint-security-and-management/endpoint-security/sescloud/Settings/Configuring-Threat-Intel-browser-plug-in.html
https://threatexplorer.symantec.com/

More Symantec Threat Intelligence

e SES Threat Reports*! via Email

— Link ...

*1
« Symantec Threat Alerts Report: Shows information about indicators of compromise (I0Cs) relating to currently active, critical threats.
+ Symantec White Papers Report: Shows information about current threats based on in-depth research by the Symantec Threat Hunter team.

+ Threat Landscape Bulletin Report: Provides up-to-date news and intelligence from the world of cyber security.

https://www.niwis.com niwis C?_n?_glting gmbh -


https://techdocs.broadcom.com/us/en/symantec-security-software/endpoint-security-and-management/endpoint-security/sescloud/Reports/types-of-reports-v127499200-d4155e8552.html
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